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OWASP alati

B OWASP LIVE CD / OWASP Web Testing Environment
B Ubuntu Linux

B http://appseclive.org/




OWASP Live CD

<« | Places System

% Arcessories >

) cames >

2% craphies >

@ nternet >

%o Office >
IQ ] Fuzzers
f rProaramming > Proxies
% Sound & Vvideo > Recon Tools

E scanners

fd UbuntuSecftwsare Center

@ EnDc (Wwcb App Testing Tools)
e Firefox WTEstylc

K Netcat (TCP Swiss Army Knife)
we Nmap (Network Mapper)

. Tepdump (Packet Capture)
B webGoatSTART

B webGoarsTOP

- wireshark (Network Sniffer)
/  Zermap (CUI for nmap)




OWASP Live CD spisak alata

B http://appseclive.org/content/current-tool-list

WebScarab, WebGoat, CALS000, JBroFuzz, Paros Proxy, nmap &
Zenmap, Wireshark, tcpdump, Firefox 3, Burp Suite, Grenedel-Scan,
DirBuster, SQLiX, WSFuzzer, Metasploit 3, w3af & GTK GUI for w3af,
Netcats collection, Wapiti, Nikto, Fierce Domain Scaner, Maltego CE,
Httprint, SQLBrute, Spike Proxy, Rat Proxy



http://appseclive.org/content/current-tool-list

OWASP Fuzzers

a [T Fuzzers . JbroFusz (Nelwork ProLocol Fuzzer)
> | [ Proxies > ‘ webslayer (Applicaion Brule Forcer)

> [ ReconTools > ‘ WSFuzzer (Web Services Tesling Tool)
[l Scanners >
@ EnDe (Web App Testing Tools)

0 Firefox WTE style
I Netcat (1CP Swiss Army Knife)
“» Nmap (Network Mapper)
. Tcpdump (Packet Capture)
I webGoat START

) webGoatsTor

Wl wireshark (Network Sniffer)
Z Zenmap (GUI For nmap)




OWASP Proxies

@ Burpsuite

) ReconTools > . OWASP WebScarab
Scanners > '\3 Paros
@ EnDe (Web App Testing Tools) ,l- Ratproxy(Local Proxy)

° Spikeproxy (Local Proxy)

€2 zap

@ Firefox WiE style
I Netcat (TCP Swiss ArmyKnife)

<> Nmap (Network Mapper)
. Tcpdump (Packet Capture)
) WwebGoat START

) webGoatsToP

' Wireshark (Network Sniffer)

Z Zenmap (GUI for nmap)




OWASP Recon tools

[ Fuzzers

>
“

>

>

|l Proxies >
“M e Fierce Domain Scarner (DNS Scanning)
[ Scanners > e Httprint (Fingerprint web Servers)

@ EnDe (Web App Testing Tools)
e Firefox WTL style
@ Nelcal (TCP Swiss Army Knifle)

Q Maltego CE (Information Gathering)

\ > 4
j/

@ Nmap (Network Mapper)
. Tcpdump (Packet Capture)
I webGoat START

I webcoatsiop

- wireshark (Network Sniffer)
Z zermap (GUI for nmap)




OWASP Scanners

l i Fuzzers

“ Proxies
™| Recon Tools

@ CnDe (Web App Testing Toals)
ﬁ? Firefox WTE style

1 Netcat (TCP Swiss Army Knife)
“#= Nmap (Network Mapper)

. Tcpdump (Packet Capture)

I webGoal START

I webGoatsToP

i Wireshark (Network Sniffer)
Z zermap (GUI For nmap)

hi__ ___J . Grendel Scan (Web App Sac Scanner)

0 Metasploit cli

0 Metasploit conscle

0 Metasploit Update Framework
() metasploit web START

(D Mctasploit Web STOP

9 Niklo (Weh Server Scanner)
@ SQLErute (Blind SQL Injecticn Tool)
*. sqglmap (SQL Injection Tool)
L@ w3af Console (Interactive)

:Qj ) w3af GUI (Interactive)

" waplt (web scanner Auditor)




OWASP Utilities

:| Fuzzers
4 Proxies
» Recon Tools
Scanners
@ EnDe (Web App Testing Tools)

A R VA

e} Firefox WTE style

1§ Netcat (TCP Swiss Army Knife)
%> Nmap (Network Mapper)

. Tcpdump (Packet Capture)

I webGoat START

I webGoat sToP

i Wireshark (Network Sniffer)

Z Zenmap (GUI for nmap)




T
Google Summer of Code 2012

B OWASP is officialy selected as GSoC mentoring

organization
» 1) Think of a good idea — For reference see GSoC 2012 Ideas

» 2) Do some research yourself based on the idea, write up a
proposal draft

» 3) Post it to the mailing list at gsoc@lists.owasp.org for initial
discussions with OWASP mentors.

» 4) Based on feedback, write a full proposal — See template
below:https://www.owasp.org/index.php/GSoC_SAT

» 5) Submit your proposal to Google from March 26—April 6, 2012.
B April — August coding



https://www.owasp.org/index.php/GSoC2012_Ideas
https://www.owasp.org/index.php/GSoC_SAT

Diskusija

OWASP
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Hvala

B Kontakt: ivan.markovic@netsec.rs
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