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Hello, I'm ...

e Somebody who like to know how things works
e Somebody who broke into things for fun and profit

e and somebody who like to share knowledge



and from my experience

It’s time to get serious



What is OWASP

UUJHSP

Open Web Application
Security Project

https://www.owasp.org/index.php/Category:OWASP_Project#tab=Project_Inventory



What is OWASP

OWASP loT Top10 2014

OWASP

The Open Web Application Secunty Project
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https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project



What is KALI Linux

https://www.kali.org/



What we will learn today

e \What is the Internet of Things (loT)

e Why is so important to take care about security and
privacy

e \What are the main threats

e How to do basic security overview of your loT system



What is the Internet of
Things (loT)

e The Internet of Things is the network of physical objects
that contain embedded technology to communicate and
sense or interact with their internal states or the external
environment.

e Things having identities and virtual personalities operating
INn smart spaces using intelligent interfaces to connect
and communicate within social, environmental and user
contexts.



What is the Internet of
Things (loT)
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What is the Internet of
Things (loT)
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Our Laboratory for today (1)
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Logic Analyzer, Serial/UART interface, Bus Pirate v4, Set-Top Box



Our Laboratory for today (1)

BOOTSPI
BISTO_OK
_OK!decomp
_done

done

Hello U-Boot
U-Boot 1.1.6 (Aug 22 2016 - 16:45:10)

Board: MSTAR KRITI (CPU Speed 576 MHz)

DRAM: 64 X 0 MBytes

U-Boot is running at DRAM 0x87610000

Module: USB FAT FLASH SPI LOGO OSD ENV=SERIAL
Flash is detected (0x0C02, 0xC8, 0x40, 0x16)

In: serial

Out: serial

Err: serial

MSVC00B000100100208768TH0000000T
MDrv_PNL_Init u32PniRiuBaseAddr = BF200000
MDrv_PNL_Init u32PMRiuBaseAddr = BFO00000

DAC eTiming =6

HDMITx eTiming =7

HDMITx eTiming =7

Create Dolby single part name task failed!!
[Hal_VE_EnableDI][1430] bEnable = 0, bIsDNR2VE = 0
u32ReadBuffVirAddr = A0000000, u32IintBuffVirAddr = A0100000, u320utBuffVirAddr = A0730000
verJPD_SetStatus >>>>>>>>>>> w:720, h:576, p:720

[GOP3, PID 0, TID 0x-1][Driver Version]: 0089, BuildNum: 0002, ChangeList: 00524916
keypad_pressed is [0]

ir_pressed is [0]

<< MStar >>#



Our Laboratory for today (2)

WiFi/LAN Router, 2 x Raspberry Pi 3, 2 x Temperature/Humidity Sensors, 2 x BLE Plugs + Fan’s, USB WebCam, 3 x LEDs



Our Laboratory for today (2)

X .l 95% =0 11:47

STOP SCANNING ¢

Devices

SCANNER BONDED ADVERTISER

No filter v
Q o
EA:DF:8E:F6:2B:1A
NOT BONDED A-68dBm <207 ms
Q o oo
C7:F1:D3:E0:75:25
NOT BONDED A-56dBm <317 ms
B8:27:EB:C6:B9:E4
NOT BONDED A-59dBm <94 ms

Wireless by Nordic

mt:s X .l 95% ) 11:43
Smart Lab PoC
CONNECT
LIGHTS ON
LIGHTS OFF
Hello World!

Web page not available

The web page at http:/smart.lab/password.txt?
username=admin&password=admin&token=123¢
could not be loaded because:

net::ERR_NAME_NOT_RESOLVED




Our Laboratory for today (3)

& C ©® () http://192.168.0.12/owasptop oo & 7| | Q Search » =

Username:

Password:

Open Sesame

Groups () for this user!

Select image to upload:  Browse..  No file selected. Upload Image

DEBUG SQL: SELECT * FROM users WHERE username ="' AND password =" LIMIT 1
ERROR DESCRIPTION: You have an error in your SQL syntax; check the manual that corresponds to your
MariaDB server version for the right syntax to use near "" AND password =" LIMIT 1' at line 1
Content here!



Why Is so important to take
care about security and privacy

* Impacts and Acceptance of Users

Social * Change in the societal organization
impacts of * Democratization and control of the
loT infrastructure

* New Business Models
New Value Chains

Business Models and * Creation of new Ecosystems
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Figure 1. Technological and social aspects related to loT



Why Is so important to take
care about security and privacy

e |oT Is all about data and control

e No One's Telling You Your Data Is Valuable

e Limit on Power / Control / Manipulation

e Regulatory compliance



Why Is so important to take
care about security and privacy
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Why is so important to take
care about security and privacy

Za opseg vaseg posla

Sto je za to zaduzena treca strana

Sto ste nasledili taj sistem

Sto je “komplikovano implementirati zakrpu”
Za vas zastareli windows

Za vas budzet

Sto ste to uvek tako radili

Za datum izlaska vase finalne verzije
Sto je to samo primer realizacije

Za vase ugovore o poverljivosti

Sto to nije bio zahtev ugovora

Sto je to vas interni sistem

Sto je bas tesko da se to promeni

Sto ce to uskoro da se zameni

Sto niste sigurni kako da to popravite
Sto je to u Oblaku

Za vase procene rizika

Sto proizvoda¢ ne podrzava tu konfiguraciju
Sto je to priviemeno resenje

Sto je enkriptovano na disku

Sto se ne uklapa u novéane benefite
Sto “Niko drugi to nije uspeo da uradi”

Sto ne mozete da objasnite rizik nadlezenima

Sto imate druge prioritete

Sto nemate poslovno opravdanje
Sto ne mozete da prikazete povratak investicija

Sto ste izbacili moguénost tog rizika

Inspired by: https:/#2009 kiwicon.org/ash.png




Why is so important to take care about security and privacy

WHY HACKERS HACK

MOTIVES BEHIND CYBERATTACKS WHO'S BEHIND DATA BREACHES?

i o8 & A D

41% 27% 26% 26% 24% 20% 11%

DATA BREACHES, BY PATTERN AND MOTIVE

MOTIVE*

RACONTEUR




Why is so important
security an

HACKING TOOLS & SERVICES

care about

Account Hacking Program

Hacked Instagram
Accounts in Bulk

Botnet: Blow-Bot
Banking Botnet

Disdain Exploit Kit

Stegano Exploit Kit:
Chrome , FireFox, Internet
Explorer, Opera, Edge

Microsoft Office
Exploit Builder

WordPress Exploit

Password Stealer

Android Malware Loader

Western Union Hacking Bug
For World Wide Transfer

DDoS Attacks

ATM Skimmers: Wincor,
Slimm, NCR, Diebold

Hacking Tutorials

$12.99 (See more details on page 10)

1,000 - 10,000 accounts $15 - $60

Monthly Basic Rental $750 | Monthly Full
Rental $1,200 | Monthly Support $150

Day $80, Week $500, Month $1,400

Unlimited Traffic, Day $2,000
Unlimited Traffic, Month $15,000

Lite exploit builder $650
Full Version $1,000

$100

$50

$1,500

$300

Week long attack $500 - $1,200

$700 - $1,500

Multiple Tutorials $5 - $50

to take
privacy



Why Is so important to take
care about security and privacy

Downloads Reports Developer Pricing

schneider device -ubiquiti Q a Explore

®% SHODAN

Enterprise Access

#% Exploits * Maps 9 Share Search & Download Results Ll Create Report
46.14.182.52
Unit ID: @
1,621 e -- Device Identification: Schneider Electric SAS TSXETY4103 V4.3

EJ Switzerland, Gasel
Details Unit ID: 1

-- Device Identification: Schneider Electric SAS TSXETY4103 V4.3

F& 3 Unit ID: 2
-- Device Identification: Schneider Electric SAS TSXETY4103 V4.3

Unit ID: 3
-- Device Identification: Schneider Electric SAS TSX...

France 279
United States 242
Spain 202
£ i 166.155.236.24

Instance ID: 100
Turkey 129 Verizon Wireless .

Object Name: SmartStruxure Controller 1

SERVICE 8 United States Vendor ID: O
Details Vendor Name: Schneider

Modbus 1,481 — Application Software: 0.5.2
503 70 Firmware: 2.20.1.4
BACnet 45 Model Name: SmartStruxure
EtherNetIP 20 Description: Manager
HTTPS 2

Foreign Device Table (FDT):

166.155.236.26:47808:tt1=60: timeout=38

Orange 244
e o 193.248.130.14
Turkeell 13 L 3 : .

Unit ID: @
Verizon Wireless 107 Orange . g 2 2 y p

-- Device Identification: Schneider Electric BMX NOE 0100 V2.90
WSS = BB Fiance, Clises -~ CPU module: BMX P34 2020

Details -- Memory card: BMXRMS@08MP

-- Project information: Projet - V8.0 PA101728

Windows 7 or 8 7 -- Project revision: 0.1.152

-- Project last modified: 2018-03-12 11:31:39



Why Is so important to take
care about security and privacy

Autosploit marries Shodan, Metasploit, puts loT devices at risk

Autosploit marries Shodan, Metasploit, puts loT devices at risk
scmagazine.com



Why Is so important to take
care about security and privacy

File Tools Help

Basic Setup

Car Backdoor Maker v1.0

Advanced Setup

Attacker's Tel-Number Filter

You'll send the SMS commands from:

STOP
Enable SMS "STOP" Command? &

Inject the previously defined frame (1-5): n 3

Frame Z | GPS ®

When the target passes near the following coordinates:

Latitude:

-34.603465

Longitude:

-oH. 381543

Car Backdoor Maker v1.0
By @UnaPibaGeek - @holesec

Status

Device

Connect : Write




What and where are the main threats

- Common loT Architecture -

Mobile App.

Web App.

s

LT R

Web Server

Private Network or Cloud services

RFID / BLE / WiFi/ LAN / SERIAL / ... L
) s L

Control Unit Sensors / Inputs / Actuators



What and where are the
main threats

loT Attack Surface Areas
ECOSYSTEM DEVICE PHYSICAL
DEVICE MEMORY
Access CONTROL - INTERFACES
Device WEB DEVICE NETWORK
DevICE FIRMWARE

ADMINISTRATIVE LocaL DAaTA CLoubp WEB
INTERFACE STORAGE INTERFACE

ECOSYSTEM VENDOR BACKEND THIRD-PARTY
COMMUNICATION APls BACKEND APls
UPDATE MOBILE VENDOR BACKEND
MECHANISM APPLICATION APls

NETWORK TRAFFIC




What and where are the
main threats

Ecosystem Ecosystem Communication

Interoperability standards
Data governance
System wide failure
Individual stakeholder risks
Implicit trust between components
Access procedures

Health checks
Heartbeats
Ecosystem commands
De-provisioning
Pushing updates

-+




loT Ecosystem Example

The Healthcare Internet of Things (loT) Market Map
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Pricing

- Upfront

- Recurring
- Subsidized
- Free

Relationship
- Direct

- VAR

- Service only
- None

Distribution
- New distribution
models

Newinfo

- Customer Habits
- Production tech
- Regulations

loT Ecosystem services

providers

Protocols Platforms Frameworks
intel) ...# == AMAZON - Apsen Spark
RUC E PULSAR l_lNUX webservices™  _ Apache Singa
- Brainstorm
l- :
L 4 mmg Microsoft Azure - Caffe
'ARDUINQ \A (’)"S!:Cc’) @ ZlgBee ' - Google TensorFlow
_debian ORACLE - mf"'”i" ft Azure ML
' — - ICrOSO ure
m * ybunt m LoRa CLOUD PLATFORM .- Microsft DMTK
W - s vbuntu = C [ - Microsoft CNTK
“freescale  Framework ) Coose, - o
=* reescaic oot s 77 SIGFOX B raining @
J - ) .‘ IBM Bluemix Cog ;'\Yr?\ens'\O“
f ) - ON® s others
n de E WAVE & JFFec
% @ o 6LOWPAN () rackspace o of
= python.....o 4G - Pa on iS
& rvie @ 2 innovart
jauery openstack p\CK\



This iIs also a part of loT
Ecosystem




This iIs also a part of loT
Ecosystem




What and where are the
main threats

Hardware / Device

Sensors Device Physical Interfaces Device Memory
Device Firmware Device Web Interface Device Network Services

Update Mechanism



What and where are the
main threats

Sensors

Sensing Environment Manipulation
Tampering (Physically)
Damage (Physically)




Sensors in Smart Home

Human—presence MINAOW | ight—intensity
Light-intersity Sersor Se ot sensar
e nsor

Accelero—
meter

Power sensor
Lamp sensor

Discharged Patient

Light —intensity
Sensor
Blirnd sersor

Bed sensor

Door sensor

-

Hot—water faucet Door sensor
sensor Lamp sensor
Thermosensor
Temperature

S rnsor



Sensors in your Car

Automotive Sensors

Steering

Throttle SHVAC Sensor

Differential Position er-\sor w
Non-Contacting Sensor B

Angle Sensor

Motor &S
Position & Og

Sensor

D

[~ S 4
o Fuel Level
Sensor

Accelerator Pedal
Angle Sensor

~» . Headlight ’

<2 @ Range Transmission
7%‘ Sensor Sensor



What and where are the
main threats

Device Physical Interfaces

Device ID / Serial number exposure
Firmware extraction
User CLI
Admin CLI
Privilege escalation
Reset to insecure state
Removal of storage media

Tamper resistance

UART (Serial)

JTAG / SWD



_._:._. :

; Eﬂhl ) Mo

b
e

et A
a1

‘r.

:

oy

\ % _\m%
T A7 :t::@

Leres

N
74 "
5

fy ™

’

)

Device Physical Interfaces In
MSTAR / Vivax Set-up Box

Interesting



Device Physical Interfaces iIn
HUAWEI / Telekom ADSL routers
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Device Physical Interfaces In
Crownstone smart power plugs




Device Physical Interfaces

AWARNING
High

voltage
Keep out




What and where are the
main threats

Device Memory

Sensitive data
Cleartext usernames

Cleartext passwords 0110100101001010110"‘ TN |

Al

Third-party credentials 01101010 NAME ADRES. s

Encryption keys

PIN codes N1101001010010101101001u.

11101010101 1010101101011010v
010011010,
01 1010010100011010 010011010,




What and where are the
main threats

Device Firmware

Sensitive data exposure
Backdoor accounts
Hardcoded credentials
Encryption keys
Vulnerable services and software versions
Security related function APl exposure
Firmware downgrade possibility



What and where are the
main threats

Device Firmware

Hard-coded password exposes up to 46,000
video surveillance OVRs to hacking

Hackers can log into DVRs from RaySharp and six other vendors using a six-digit hard-coded
root password

Internet cameras have hard-coded
password that can’t be changed

Cameras with multiple brand names are wide open to remote hacking.



Vulnerable Device FiIrmware

The following devices are known to be vulnerable:

Model Name System Firmware Version  Application Firmware Version
Opticam i5 1.5.2.11 2.21.1.128
Foscam C2 1.11.1.8 2.72.1.32

) o~
v
. - et/
.- i8S

Tens of thousands of potentially vulnerable devices are exposed to the internet around the world.



What and where are the
main threats

Device Network Services

Information disclosure
User or Administrative CLI
Command Injection

Denial of Service

Unencrypted Services

Test / Development Services
Credential management vulnerabilities
Buffer Overflow
UPnP
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What and where are the
main threats

Update Mechanism

Update sent without encryption
Updates not signed
Update location writable
Update verification
Update authentication
Malicious update
Missing update mechanism
No manual update mechanism



e auto_upgrade/bin/zip/ ...

USB firmware update

e auto_update/bin/zip/ ... & /(5%7



General USB attacks

Programmable
Microcontrollers

Rubber Ducky- 2010

|

PHUKD/URFUKED - 2010

USBdriveby - 2014

w

Evilduino - 2014

Unintended USB channels - 2011

I‘

3 TURNIPSCHOOL[COTTONMOUTH-1) - 2015

0/0[0/0[0/0[0]0

RIT attack via USB mass storage - 2012

Attacks on wireless USB dongles - 2015

Default gateway override - 2014

Il

Pl USE Peripherals [N

Smartphone based HID attacks - 2010

DNS override by modified USB firmware - 2014

Reyboard emulation by modified USB firmware ~
2014

Hidden partition patch - 2014
Password protection bypass patch - 2014
Virtual machine break-out - 2014

pootsectorvirus - 2014

iSeeYou: Disabling the MacBook webcam
indicator LED = 2014

.LNK Stuxnet/Fanny USB flash drive exploit (sh
extension exploits) - 2010

USB Backdoor into air-gapped hosts - 2014

° Data hiding on USB mass storage - 2010

Autorun exploits - 2005
Cold boot - 2008
Buffer overflow - 2005

Driver update - 2011

Device firmware upgrade [DFU) - 2014

USB Thief - 2016

Attacks on smartphones via the USB port - 20

USBee attack 2016



What and where are the
main threats

Network Traffic

Wireless (WiFi, Z-wave, XBee, Zigbee, Bluetooth, LoRA)
LAN, LAN to Internet
Non-standard, Protocol fuzzing

XBee. )Bluetooth €3 Bluetooth’

LOW ENERGY 4.0

T T
P

LORa

St
S
e




What and where are the
main threats

Network Traffic

Rough Devices, MiTM




What and where are the

main threats

Network Traffic

Signal replay

Signal monitoring

433/315 Remote Control

signal jamming
/ Signal enumeration

RTL-SDR

HackRF
BladeRF
LimeSDR
PlutoSDR
Ettus USRP
HDSDR

SDRConsole E
Pothos SDR Win
SDRSharp
CubicSDR ;
SDRangelLove
GQRX

Pothos SDR
GNURadio

HardWare

Base Station Communication 3G OpenBTS-UTM

OpenLTE
LTE / SrsLTE

OAl
5G OpenAirinterface5G

Exploring The Wireless World With

SPR Scenes

Tools

FM/AM

SoftWare

Daily Communication

Weather Satellite

CubicSD
R

GNURadio
Pothos SDR

Mac OSX

BT. BLE
Wireless Communication .
Protocol




What and where are the
main threats

Device Web Interface

Standard set of web application vulnerabilities, see:
OWASP Web Top 10
OWASP ASVS
OWASP Testing guide

Credential management vulnerabilities:
Username enumeration
Weak passwords
Account lockout
Known default credentials
Insecure password recovery mechanism



OWASP WEB TOP 10

A1 - Injection =» A1:2017-Injection

A2 - Broken Authentication and Session Management =) A2:2017-Broken Authentication

A3 - Cross-Site Scripting (XSS) A3:2017-Sensitive Data Exposure

A4 - Insecure Direct Object References [Merged+A7] A4:2017-XML External Entities (XXE) [NEW]

A5 - Security Misconfiguration A5:2017-Broken Access Control [Merged]

A6 — Sensitive Data Exposure A6:2017-Security Misconfiguration

A7 — Missing Function Level Access Contr [Merged+A4] A7:2017-Cross-Site Scripting (XSS)

A8:2017-Insecure Deserialization [NEW, Community]

A8 — Cross-Site Request Forgery (CSRF)

A9 - Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vulnerabilities

X ¥ XK C N/l C ¢

A10 - Unvalidated Redirects and Forwards A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]




What and where are the
main threats

Mobile Applications

OWASP Top 10 Mobile Risk - Final List 2016
M Improper Platform Usage

M2 Insecure Data Storage
M3  Insecure Communication
M4  Insecure Authentication
M5  Insufficient Cryptography
M6  Insecure Authorization
M7  Client code Quality

M8 Code Tampering

M9  Reverse Engineering
M10 Extraneous Functionality



What and where are the
main threats

Cloud Services

Cloud Top 10 Risks

‘ R1: Accountability & Data Risk

. R2: User Identity Federation

‘ R3: Regulatory Compliance

‘ R4: Business Continuity & Resiliency

’ R5: User Privacy & Secondary Usage of Data

. R6: Service & Data Integration

‘ R7: Multi-tenancy & Physical Security

‘ R8: Incidence Analysis & Forensics

. R9: Infrastructure Security

. R10: Non-production Environment Exposure



How to do basic security
overview of your loT system

e Information gathering
e Hardware
e Communications / Network

o Software



Read the documentation :)
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Play with Hardware

VOLTCRAFT.
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Play with hardware

BUS PIRATE / ANY UART DEVICE / RASPBERRY Pl / LOGIC ANALYZER

Onlede
#logic

Analyzer
24MHz 8CH

NORMAL
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Play with hardware




Play with hardware




Play with hardware
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Dump Firmware




Check communications

RADIO

DVB-T+FM+DABD"

820T2 & SDR

%> GNURadio

THE FREE & OPEN SOFTWARE RADIO ECOSYSTEM



Check communications

>

BlueBorne

A new attack vector exposes almost every connected device.



Check communications

Bluez 4

NnRF Connect

A BLUETOOTH LOW ENERGY TOOL FOR DEVELOPMENT AND EXPLORATION

bleno

A Node.js module for implementing BLE (Bluetooth Low Energy) peripherals.

Need a BLE central module? See noble.




Analyze firmware

BINWALK




Check network services
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Analyze web applications
and services

Zed Attack Proxy




Analyze mobile applications

drozer

QARK

Quick Android Review Kit




DEMO TIME

SRTRRE R EUR LRSS Ll
et =11 -1-1
I E WO

mmme|
O U O G I
et 1 1 1]

llllllllllll
a1 1 I I |
e t=t1-1-{ } | |
RE gttt =41 | | J
vl-l"lll'l"l

ettty 1 1 1 1 1 |

ettt 1 1 1 |
S TorT E G S
e e e T O
Ry 1 1 ] ]

ERamaee—ay—y 1 1 I | |
IEEE—_— ] 1
T . .
T

e ——

O o - o - v
S s e e o e
T S - TR S - -

L efpndiidd ol

= l--'l"-ﬂnq.
o

Emmymr e oy —

"ﬂﬂﬁﬂﬂ?.
MRS T

-"ﬂurh.“ql“.m .

o N ——

L ——




QUESTIONS




Thank you for your time!

You can contact me via e-mail:

ivanm@security-net.biz

“If you think you are too small to make a difference, try sleeping with a mosquito.” - Dalai Lama XIV


mailto:ivanm@security-net.biz

