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Hello, I’m …

• Somebody who like to know how things works


• Somebody who broke into things for fun and profit


• and somebody who like to share knowledge



and from my experience

it’s time to get serious



What is OWASP

https://www.owasp.org/index.php/Category:OWASP_Project#tab=Project_Inventory



What is OWASP

https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project



What is KALI Linux

https://www.kali.org/



What we will learn today

• What is the Internet of Things (IoT)


• Why is so important to take care about security and 
privacy


• What are the main threats


• How to do basic security overview of your IoT system



What is the Internet of 
Things (IoT)

• The Internet of Things is the network of physical objects 
that contain embedded technology to communicate and 
sense or interact with their internal states or the external 
environment.


• Things having identities and virtual personalities operating 
in smart spaces using intelligent interfaces to connect 
and communicate within social, environmental and user 
contexts.



What is the Internet of 
Things (IoT)



What is the Internet of 
Things (IoT)



Our Laboratory for today (1)

Logic Analyzer, Serial/UART interface, Bus Pirate v4, Set-Top Box 



Our Laboratory for today (1)
BOOTSPI 
BIST0_OK 
_OK!decomp 
_done 
done 

Hello U-Boot 

U-Boot 1.1.6 (Aug 22 2016 - 16:45:10) 

Board: MSTAR KRITI (CPU Speed 576 MHz) 
DRAM:  64 X 0 MBytes 
U-Boot is running at DRAM 0x87610000 
Module: USB FAT FLASH SPI LOGO OSD ENV=SERIAL  
Flash is detected (0x0C02, 0xC8, 0x40, 0x16) 
In:    serial 
Out:   serial 
Err:   serial 
MSVC00B000100100208768TH0000000T 
MDrv_PNL_Init u32PnlRiuBaseAddr = BF200000 
MDrv_PNL_Init u32PMRiuBaseAddr = BF000000 
DAC eTiming =6 
HDMITx eTiming =7 
HDMITx eTiming =7 
Create Dolby single part name task failed!! 
[Hal_VE_EnableDI][1430] bEnable = 0, bIsDNR2VE = 0 
u32ReadBuffVirAddr = A0000000, u32IntBuffVirAddr = A0100000, u32OutBuffVirAddr = A0730000 
verJPD_SetStatus >>>>>>>>>>> w:720,  h:576,  p:720 

[GOP3, PID 0, TID 0x-1][Driver Version]: 0089, BuildNum: 0002, ChangeList: 00524916 
 keypad_pressed is [0]  
 ir_pressed is [0]  
<< MStar >># 



Our Laboratory for today (2)

WiFi/LAN Router, 2 x Raspberry Pi 3, 2 x Temperature/Humidity Sensors, 2 x BLE Plugs + Fan’s, USB WebCam, 3 x LEDs 



Our Laboratory for today (2)



Our Laboratory for today (3)



Why is so important to take 
care about security and privacy



Why is so important to take 
care about security and privacy

• IoT is all about data and control 

• No One's Telling You Your Data Is Valuable


• Limit on Power / Control / Manipulation 

• Regulatory compliance
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Why is so important to take 
care about security and privacy



What and where are the main threats 
- Common IoT Architecture -

Web App.Mobile App.

Private Network or Cloud services

Web Server Data

Control Unit

RFID / BLE / WiFi / LAN / SERIAL / …

Sensors / Inputs / Actuators



What and where are the 
main threats



What and where are the 
main threats

Ecosystem

Interoperability standards

Data governance


System wide failure

Individual stakeholder risks


Implicit trust between components

Access procedures

Ecosystem Communication

Health checks

Heartbeats


Ecosystem commands

De-provisioning

Pushing updates



IoT Ecosystem Example



IoT Ecosystem services 
providers



This is also a part of IoT 
Ecosystem



This is also a part of IoT 
Ecosystem



What and where are the 
main threats

Hardware / Device

Sensors Device Physical Interfaces Device Memory

Device Firmware Device Web Interface Device Network Services

Update Mechanism



What and where are the 
main threats

Sensors
Sensing Environment Manipulation


Tampering (Physically)

Damage (Physically)



Sensors in Smart Home



Sensors in your Car



What and where are the 
main threats

Device Physical Interfaces

Device ID / Serial number exposure

Firmware extraction


User CLI

Admin CLI


Privilege escalation

Reset to insecure state


Removal of storage media

Tamper resistance


UART (Serial)

JTAG / SWD



Device Physical Interfaces in 
MSTAR / Vivax Set-up Box

Interesting :)



Device Physical Interfaces in 
HUAWEI / Telekom ADSL routers



Device Physical Interfaces 
in TP-LINK router



Device Physical Interfaces in 
Crownstone smart power plugs



Device Physical Interfaces



What and where are the 
main threats

Device Memory
Sensitive data


Cleartext usernames

Cleartext passwords


Third-party credentials

Encryption keys


PIN codes



What and where are the 
main threats

Device Firmware
Sensitive data exposure


Backdoor accounts

Hardcoded credentials


Encryption keys

Vulnerable services and software versions


Security related function API exposure

Firmware downgrade possibility



What and where are the 
main threats

Device Firmware



Vulnerable Device Firmware



What and where are the 
main threats

Device Network Services

Information disclosure

User or Administrative CLI


Command Injection

Denial of Service


Unencrypted Services

Test / Development Services


Credential management vulnerabilities

Buffer Overflow


UPnP



Huawei HG532 UPNP 
Botnet



What and where are the 
main threats

Update Mechanism
Update sent without encryption


Updates not signed

Update location writable


Update verification

Update authentication


Malicious update

Missing update mechanism


No manual update mechanism



USB firmware update

• auto_update / bin / zip / …


• auto_upgrade / bin / zip / …


• …



General USB attacks



What and where are the 
main threats

Network Traffic

Wireless (WiFi, Z-wave, XBee, Zigbee, Bluetooth, LoRA)

LAN, LAN to Internet


Non-standard, Protocol fuzzing



What and where are the 
main threats

Network Traffic
Rough Devices, MiTM



What and where are the 
main threats

Network Traffic



What and where are the 
main threats

Device Web Interface

Standard set of web application vulnerabilities, see:

OWASP Web Top 10


OWASP ASVS

OWASP Testing guide


Credential management vulnerabilities:

Username enumeration


Weak passwords

Account lockout


Known default credentials

Insecure password recovery mechanism



OWASP WEB TOP 10



What and where are the 
main threats
Mobile Applications

OWASP Top 10 Mobile Risk - Final List 2016
M1 Improper Platform Usage
M2 Insecure Data Storage
M3 Insecure Communication
M4 Insecure Authentication
M5 Insufficient Cryptography
M6 Insecure Authorization
M7 Client code Quality
M8 Code Tampering
M9 Reverse Engineering
M10 Extraneous Functionality



What and where are the 
main threats

Cloud Services



How to do basic security 
overview of your IoT system

• Information gathering 


• Hardware


• Communications / Network


• Software



Read the documentation :)



Play with Hardware



Play with hardware
BUS PIRATE / ANY UART DEVICE / RASPBERRY PI / LOGIC ANALYZER



Play with hardware



Play with hardware



Play with hardware



Dump Firmware



Check communications
RADIO



Check communications



Check communications



Analyze firmware



Check network services



Analyze web applications 
and services



Analyze mobile applications



DEMO TIME



QUESTIONS



Thank you for your time!

You can contact me via e-mail:


ivanm@security-net.biz 

“If you think you are too small to make a difference, try sleeping with a mosquito.” - Dalai Lama XIV

mailto:ivanm@security-net.biz

