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Gradani n svet

A OWASP
A BACKTRACK




Privatnost

A Privatnost je izraz kojim se oznacava pravni tj
drustveni koncept prema kome svaki
pojedinac moze odredene aktivnosti, te uz njih
vezane predmete, osecanja ili misljenja
zadrzati samo za sebe.

AFi zi ¢ k a (delovitalapptedmetsstan, ...)

A Informaciona privatnost (zdravstveno stanje,
finansije, politicko opredeljenje, boraviste, ...)



Privatnost - zakoni

A Zakon o tajnosti podataka

http://www.parlament.rs/upload/archive/files/lat/pdf/zakoni/2009/2502-09Lat.zip

A Zakon o zastiti podataka o li¢nosti

http://www.parlament.rs/upload/archive/files/lat/pdf/zakoni/2008/1622-08-lat.zip
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Bezbednost

A Fizi¢ka bezbednost

A Informaciona bezbednost podrazumeva zastitu
informacija i informacionih sistema od neovlas¢enog
pristupa, koris¢enja, objavljivanja, ometanja,
modifikacije, proucavanja, nadleganja, snimanja i
brisanja.
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A Republi¢ka agencija za elektronske
komunikacije (RATEL)

Tehni | ki usl ovi za poc
opremu I Il nstal acil | e

http://www.ratel.rs/upload/editor files/File/dozvole/uputstva/Tehnicki uslovi-internet.pdf

OBMM akTOM AedUHUILLY Ce TEXHUYKM YCI0BM 3a noacucteme, ypehaje, onpemy, nHcTanaumje,
CUCTEMCKM M anIMKaTMBHM codTBEpP M Base noaaTaka jaBHUX TEAEKOMYHUKaLMOHMX onepaTopa
(MpexHn onepaTopwu, NpyKaoum ycayra n npyKaoum NpMcTyna) 3a notpebe BpLueHa eIeKTPOHCKOr
Hafg3opa oapeheHnx TeneKkomMyH1Kalnja o4 CTpaHe HaaNeXKHUX APXKaBHMX OpraHa y ckaagy ca
3aKOHOM.
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A Vlada Srbije formirala je Radnu grupu za definisanje
projekta izgradnje nacionalneS i r ok opoj as
internetmr e.z e

A Radna grupa, na ¢ijem ¢elu je srpski premijer Mirko Cv e t ktrebald bf i
da uspostavi regulatorne uslove koji ce obezbediti odrzivost i razvoj
nacionalne Sirokopojasne mreze.

A Pored Cvetkovi¢a u Radnu grupu su imenivani i potpredsednik Vlade Srbije
Ilvica D a ¢ mirdstar odbrane Dragan S U t a n rainistarza ljudska i
manjinska prava, drzavnu upravu i lokalnu samoupravu M1 | an Mar k-
ministar kulture, informisanja i informacionog drustvaPr edr ag iMar
predsednik Upravnog odbora Republicke agencije za elektronske
komunikacijeJovanRadunovi C

http://www.b92.net/biz/vesti/srbija.php?yyyy=2012&mMm=02&dd=08&nav_id=580966
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A ACTA (Anti-Counterfeiting Trade Agreement) —
Trgovinski sporazum protiv falsifikovanja

Namenjen suzbijanju poj al ane
pl rat ski m dobr i ma aintelektuame , 2z .
svojine. Njimesenast o | uobl 1 | 1 ti m ¢
okvir za zagtitu. i ntelektua
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Na osnovu cl. 27. st. 4. ACTA drzava moze naloziti provajderu da hitno otkrije
nosiocu prava intelektualne svojine, informacije o korisniku za kojeg se tvrdi da svoj
nalog kod datog provajdera koristi za povredu prava intelektualne svojine.

U ¢l. 12 ACTA nisu sadrzane uobicajene procesne garantije za tuzenog (navodnog
prekrSioca prava intelektualne svojine), zato Sto se privremene mere oduzimanja i
zaplene njegovih dobara, za koje se tvrdi da su rezultat povrede prava
intelektualne svojine, mogu izredi, a da se tuzenom i ne pruzi prilika da se izjasni
(inaudita altera parte).

ACTA sporazum na srpskom jeziku (PDF) -
http://www.arsetnorma.com/documents/TRIPS%20Sporazum.pdf

Sporazum ACTAU g r O Budskaprava: RodoljubS a bi ¢
http://www.politika.rs/rubrike/Drustvo/Sabic-Sporazum-AKTA-ugrozava-ljudska-
prava.sr.html



Banke i Internet

Banke sa i bez propusta
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Banke i Internet

Raspodela ranjivosti po kategorijama rizika

| | | | | |
31
2011 |22
I 4
© 13 B Nizak rizik
"g 2010 O Srednji rizik
O B Visok rizik
5
2009 3
26
0 5 10 15 20 25 30 35

Vrednost




Internet pretnje

ASocijalne mreze — Facebook
ATwitter

AGoogle

AVirusi, malware, botnets
ASocijalni inZenjering, Phishing
ACyberpunk, Anonimusi, Proxy, Tor



Internet pretnje

A Socijalne mreze — Facebook

100 million
Facebook pages
leaked on torrent site

Who forgot their security settings, then?
28 July, 2010
- : ~ .
(C N TRW I- .lJ & _Dcommcnt

@ print ¢favourite o +A
A directory containing personal details about more than 100 million

Facebook users has surfaced ¢ b, sche reportedly blocking employees from

Facebook over industrial espionage fears

Zach Bowman B —
. 0 | = IR
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Clicking on what he thought was mersly G

Facebook helps you connect and share with the people in your life. = “a link from a friend,” NYU student
Nathan Lee falls prey to a decidedly
un-friendly internet virus. Dubbed !
RAstley, the new virus sprang to life on W —
Facebook Login Facebook, the popular social-networking )
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A Twitter

http://pleaserobme.com/

éPlEASE ROB ME ?

Raising awareness
about over-sharing
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A Google -

> [ .

We're changing our prvacy
policy and terms. This stuff
matters.

Learn more | Dismiss
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A Virusi, malware, botnets
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I unsuspecting web user's zombie computers




Internet pretnje

root@bt: /pentest/exploits/set#t . /set
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[—-1 The Social-Engineer Toolkit (SET)
[—-1 Written by: David Kennedy (ReL1K)
[—-1 Development Team: Thomas Werth
[——-1 Uersion: 1.3.5

[—==1 Codename: 'Artillery Edition’

[—-1 Report bugs to: davek@social-engineer.org
[——-1 Follow me on Tuitter: dave_rellk
[—-1 Homepage: http://www.secmaniac.com
[——-1 Framework: http://wuwuw.social-engineer.org

Welcome to the Scocial-Engineer Toalkit (SET). Your one
stop shop for all of your social-engineering needs..

DerbyCon 2011 Sep30-0ct0Z — http://www.derbycon.com

Select from the menu:

Spear—-Phishing Attack Vectors
Website Attack Vectors
Infectious Media Generator
Create a Payload and Listener
Mass Mailer Attack
Teensy USB HID Attack Vector
SMS Spoof ing Attack Vector
Wireless Access Point Attack Vector
Third Party Modules
. Update the Metasploit Framework
. Update the Social-Engineer Toolkit
. Help, Credits, and About
Exit the Social-Engineer Toolkit

WU QIN=

Enter your choice: 2




A Cyberpunk, Anonimusi, Proxy, Tor

Internet pretnje

gthub.comMewEraCrackerL.OKC

o5 Low Orbit Ion Cannon | U dun goofed | v. 1.1.1.9
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© Manual Mode (for pussies) @ FUCKING HIVE MIND
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A Cyberpunk, Anonimusi, Proxy, Tor

SECURITY

Alleged LulzSec Hackers Arrested as
Leader Turns Snitch

By JARED NEWMAN = @0neJaredNewman = March 6, 2012 [{Il

ElLike - 42 ¥ Tweet © 125 +1 | 4 Ehare 6

Lulz Security, a hacking group that stole data from law
enforcement, defaced the websites of major
publications and published troves of user names and
passwords from online services, has suffered a critical
blow at the hands of law enforcement.

Agents across two continents arrested two of LulzSec’s
alleged top hackers on Tuesday morning, along with a
member of the larger hacking collective Anonymous.
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A Cyberpunk, Anonimusi, Proxy, Tor

E) How Tor Works: 2 P

Alice

Step 2: Alice's Tor client
picks a random path to
destination server. Green

links are encrypted, red

Tor node
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Zakljucak

ADEI\/IO_- (virtuelni lab):
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Hvala :)

lvan Markovic
ivanm@security-net.biz
http://security-net.biz/
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